Munson Medical Center
Exchange Clinical Information Objective
General Instructions

It is Munson Medical Center’s interpretation that to complete Core Measure — Performing at least one
test of certified EHR technology’s capacity to electronically exchange key clinical information, the
following criteria must be met:

1) Your practice must generate a CCD or CCR record from your certified EHR
2) Your practice must transmit the CCD or CCR via an electronic transport standard (e.g., SMTP,
FTP, REST, SOAP, etc.) to another care provider.
3) Munson Medical Center, as the care provider receiving the data must:
a. operate an independent certified EHR technology
b. be a separate legal entity (neither entity is owned or controlled by the other)

Munson Medical Center is willing to receive test data to allow you to test your practice’s EHR
technology’s capacity to electronically exchange key clinical information. Because certain of these
requirements are unable to be independently verified by Munson Medical Center, Munson Medical
Center is assuming that your practice has read those regulations and is conforming with them.

Munson Medical Center can accept the CCD/CCR format in one of two ways; secure email (SMTP
protocol) or file transfer (using FTP protocol). Secure email must be encrypted. If your email system is
unable to send encrypted email, you can use Munson Medical Centers Secure Email system. The
instructions below describe each process. Upon Munson Medical Center’s receipt of that test, a letter
will be sent to the practice providing information required by this Core Measure, including confirmation
that the test occurred.

If you have any questions or concerns, or plan to initiate a test, please call Randi Terry at 231-935-5199
to kick off the process.
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Munson Medical Center
Exchange Clinical Information Objective
Practice Secure Email Instructions

The CCD or CCR must be generated from you Meaningful Use Certified package. We must have
the vendor name, package name and version number.

We must have a contact name (preferable the office manager) along with a phone number and
email address.

Your email system must be secure and has the ability to send encrypted emails. If you do not
have the capability to send encrypted emails, you need to follow the Munson Secure Email
Instructions.

The email must come from your practice (you may not use a personal email account).

The CCD/CCR must be sent to data-exchange@mhc.net.

A confirmation email will be sent from Munson Medical Center indicating they received the file.

After we are able to look at the CCD/CCR, we will send a letter indicating that we are a partner
in your test (sample enclosed).

For privacy reasons, we ask that you do not send actual patient data (a test patient is preferred).
To secure an accurate test, we recommend that you utilize the test patient data. Attached is the
data listing possible test patient data content (starting on page 11).
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Munson Medical Center
Exchange Clinical Information Objective
Munson Medical Center Secure Email Instructions

The CCD or CCR must be generated from you Meaningful Use Certified package. We must have the
vendor name, package name and version number.

We must have a contact name (preferable the office manager) along with a phone number and
email address.

Your email system must be secure and has the ability to send encrypted emails. If you do not have
the capability to send encrypted emails, you need to follow the Munson Secure Email Instructions.
The email must come from your practice (you may not use a personal email account).

After we are able to look at the CCD/CCR, we will send a letter indicating that we are a partner in
your test (sample enclosed).

For privacy reasons, we ask that you do not send actual patient data (a test patient is preferred). To
secure an accurate test, we recommend that you utilize the test patient data. Attached is the data
listing possible test patient data content (starting on page 11).

You will need to send an email to data-exchange@mbhc.net requesting to utilize the secure email

portion of Munson’s email system.
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8. You will receive an email from data-exchange@mbhc.net similar to the window below. Click on View
Message

& https:fhwebmail2.centurytel. net/hwebmail/mailfmessage. php?index=360 - Windows Internet... |:|rg|
£ | https:ffwebmail2 . centuyytel, nethwebmailimailimessage, phprindex =360 A

Reply  Reply Al Furw/(rd

Thu, 08 2011 14:39:55 -0400

You have re
secure web
delivery:

ived a SECURE me=s=zage from rterry@mhbc.net at Munszon Healthcare. Click the link to view the

iew Message
You will be prompted for yvour email id and password to protect vour account.

If this i the first time creating your account you will be prompted to enter a miniumm of an 8 character
paszsword and confirm that password. This will be your password for future use as well.

Click\on the link below if yvou have forgotten your password.
ForgolYour Password?

Fleaze cpntact support by emailing shart3@mhc.net

Done \ €D Internet H100% v

9. You will be prompted tp enter in an ID and password. If this is the first time, follow the instructions
above.
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{= Secure WebMail Login - Windows Internet Explorer provided by Munson Heilthcare
ASAC M

Favorites Tools Help

\g https:ﬁsecuremaill.mhc.net!swm,flogin.do?method:checkMail&id:l2f11d446410729a0fc85fe8850e8cc3 V‘ gj || X I
File Edit View

%Convert - @Sei t
=

W I @ secure WebMail Login

Please login to access Secure Web Mail.
User Name: | bolivie @centurytel.net

Password:

Disclaimer

Done

V" Trusted sites H00% v




10. The email will be listed similar to the email below. Highlight this email and click on reply.

B

{= McAfee Secure Web Mail - Windows Internet Explorer provided by Munson Healthcare

Qé; - IZ‘,"Eage - "‘; Tools -

%Convert - @Select
fi - B

@\._/ - |§,ﬁttps:,l’,l’securemaill.mhc.net,l’swm,l’smeispatcher.do?method=view&id=12f11d446510?2930fc85fe&8% 5| K |
Favorites  Tools  Help
‘Q Logout @ Help

File Edit View

7:3 e [@ Afee Secure Web Mail

@ McAifee ‘ McAfee Secure Web Mar

Inbox
yRefresh [f] ledReply [ Egpelete (=) [ Preview
D From Subject Date Size
rterry@mhc. net [zecure] email to test secure email Thu, 08 Sep 2011 14:39:35 3.313KB
@ Show |25 | |Emails per Page Displaying results 1- 1of 1
l@ Show Header ] l@ Help ]

Page of 1

[secure] email to test secure email

rterry@mhc.net
Thu Sep 8 14:39:35 EDT 2011

Date:
malikie@centurytel.net

To:

Once you get this and have a few minutes, give me a call.

" Trusted sites F100% v




11. At this point, you will need to attach your CCD/CCR file to this email. In order to do this, you need
to press attach.

{= McAfee Secure Web Mail / Windows Internet Explorer provided by Munson Healthcare

=
@.\- > I |§, https:,l’,l’secy\(emaill.mhc.net,l’swm,l’smeispatcher.do?method:view&id:lZFl1d446510?2330fc85fa$8501 V| % | || X |

File Edit Wiew Favorit Tools  Help %Convert - @Select

{3 "{% [ @ Mcafee Sefure Web Mail l_l

B sy v | Page + ) Tooks -

@ McAfee | McAfee Secure Web Mail

Inbox Rephy X
[glsend Eglatach Fgcancel @ Help
To: | rerry@mhc.net
Subject:

RE: [zecure] email to test =ecure email

B I U|A A

From: rterry@mhc.net

Sent: Thu Sep 8 14:39:35 EDT 2011

To: malikie@centurytel.net

Subject: [secure] email to test secure email

Once you get this and have a few minutes, give me a call.

Done

" Trusted sites H100%




12. You will be prompted to enter the location of your file. If you know the location, enter it then or
press the browse button:

{= McAfee Secure Web Mail - Windows Internet Explorer provided by Munson Healthcare

Wiew

Favorites

Tools  Help

=
@ o I |§, https:,l’,l’securemaill.mhc.net,l’swm,l’smeispatcher.do%cqthod=view&id=12f11d446510?2330fc85fa$8501 V| % | || X |
File  Edit

%Con e - @Select

=
w4 [_@Mcnfee Secure Web Mail ] ] f@ - B - & - [5hpeage - G Toos -
‘Q Logout @ Help
@ McAfee' ‘ McAfee Secure Web Mail
Inbox Rephy X
[Lglsend EZAttach EgcCancel @ Help
To: | rerry@mhc.net
Subject: | RE: [secure] email to test secure email
BZU|AAIIG@
Here you go. Upload Panel *
File:
From: rterry@mhc.net

Sent: Thu Sep 8 14:39:35 EDT 2011
To: malikie@centurytel.net

Attach
Subject: [secure] email to test secure em

Reset

Once you get this and have a few minutes, give me a call

Done

" Trusted sites F100% v




13. Select the appropriate location and file

Choose file

(CCD/CCR) and press open

D

by Recent
Documents

Desktop

\$

My Documents

@

tdy Computer
[MEEO7)

kdy Metwork,
Places

Loak: | @ Deszktop

&5 E2-

DM';.H Documents
4§ My Computer (MEE0T)
‘:JM? Metwork Places
i~ Adobe Acrobat ¥ Pr
E;IHDITlEWDrkS
i LifeStraam
IEﬂHn:nn'na'u'-.-'cnrks 5 Isse during Security Setup,docx
] Homewarks 5 Se
B How ko Allacake Femory . doc
B Hyy 5,0 Critical Tssue Wit Up - 7-7-11,docx
'@HW 5.0 Critical Jssues Write Up 7-7-11,pdf
IEl’lICDIlIZI Application Assessment Information - Clariky, docx
IEﬂICDIlIZI Applicatjon Assessment Information - Homeworks, doc
IEﬂICDIlIZI Application Assessment Information - ividhet, docx
@Munsan Confidentiality & Swstems Usage Agreement, pdf

£ |

Eﬂ MunsonHomeHealth. i
1’ﬂlﬂ'lﬁermissinns Requeste
permissions, xlsx
Remoke Deskiop
ENrn Permissions. xlsx
] \White Paper - Palliativ

|t

File namme; ||

\
Upen

-

Files of type: |.-'1‘-.II Files 7]

[ |
ﬂ Cancel




14. You will then be prompted to press the attach bottom to attach the file to the email

= McAfee Secure Web Mail - Windows Internet Explorer provided by Munson Healthcare

@.\-— 1 |§, https: fisecuremaill . mhc.netfswm/swmbispatcher . do?method=view&id=12f11d446a1072ea0fcE5F 8850 V| %J || X | /

File Edit Wiew Favorites Tools Help %Convert - @Select

[]

Iﬂl

7:3 ﬁ'ﬁ [ @ McAfee Secure Web Mail h D

- IZ‘,"Eage - "‘; Tools -

@ McAfee ‘ McAfee Secure Web Mail

Inbox Rephy X
[Lflsend CglAttach Egcancel
To: | nerry@mhc.net
Subject: | RE: [secure] email to test secure email

ent(z); Munson Confidentiality & Systems Usage Agreement. pdf

aal Bz UlAN@

Upload Panel

Here you go.

File: | C:\Documents and Settings\mterry#esktop\Munson Confidentiality &

From: rterry@mhc.net Attach Reset
Sent: Thu Sep 8 14:39:35 EDT 2011

To: malikie@centurytel.net

Subject: [secure] email to test secure email

Once you get this and have a few minutes, give me a call.

‘Q Logout @ Help

@ Help

,r” Trusked sites

H100% -




15. Your email will be queued and you need to click on the OK button. Your email will be sent back to
Munson in a secure, encrypted format.

{= McAfee Secure Web Mail - Windows Internet Explorer, provided by Munson Healthcare = 1B
&g;r - |g, https:,l’,l’securemaill.mhc.net,l’swm,l’smeispatcher.do?n¥thod=view&id=12F11d446aID?ZeaDFCSSFESBSDESCCS‘ V||;||§| |Live Search | Fe '|
\ (Il

File Edit Wiew Favorites Tools Help %g\onvert - Select

&

@, B @v@&agev@mols'

w o [ (& Mchfee Secure Web Mail

@ McAfee ‘ McAfee Secure Web Mail

Inbox
“ZRefresh [] dReply [ [Egpelete & =] Preview
From Subject Date Size
¥| rterry@mhc.net [secure] email to test secure email Thu, 08 Sep 2011 14:3%:35 3.313KB
Informatibn Y
Message queued for delivery
Page(l |of1 2 | Show|25 | |Emails per Page Displaying results 1- 1

[secure] email to test secure email

rterry@mhc.net
Date: Thu Sep 8 14:39:35 EDT 2011
To: malikie@centurytel.net

Once you get this and have a few minutes, give me a call.

‘Q Logout @ Help

of 1

[ Show Header @ Help

Done ‘/ Trusked sites H100%




16. You need to logout of the application.

{= McAfee Secure Web Mail - Windows Internet Explorer provided by Munson Healthcare
caSfeBasaanced v | 42| X | |

T
@ o e |§, https: fisecuremaill . mhc.netfswm/swmbispatcher . do?method=viewiid=12f11d446a1072ealf

%Convert - @Select
‘Q qout @ Help

File Edit Wiew Favorites Tools Help

7:3 e [ @ McAfes Secure Web Mail

@ McAfee ‘ McAfee Secure Web Mail

Inbox
yRefresh [] ledReply [ EgDelete i EPreview ~
[ From Subject Date Size
[zecure] email to test secure email Thu, 08 Sep 2011 14:39:35 3.313KB

rterry@mhc. net

@ Show |25 | |Emails per Page
{3 Show Header @ Help

Page of 1

[secure] email to test secure email

rterry@mhc.net
Date: Thu Sep 8 14:39:35 EDT 2011
To: malikie@centurytel.net

Once you get this and have a few minutes, give me a call.

Displaying results 1- 1of 1

" Trusted sites H100%

https: jfsecuremaill.mhc.netfswm/swmbispatcher . do?method=viewgid=12f11d446a1072ealf c85feB850e3cc34bSIFe




10.

Munson Medical Center
Exchange Clinical Information Objective
FTP (File Transfer Protocol) Process

The CCD or CCR must be generated from you Meaningful Use Certified package and we must
have the vendor name, package name and version number.

We must have a contact name (preferable the office manager) along with a phone number and
email address.

Your email system must be secure and has the ability to send encrypted emails. If you do not
have the capability to send encrypted emails, you need to follow the Munson Secure Email
Instructions.

The email must come from your practice (you may not use a personal email account).

After we are able to look at the CCD/CCR, we will send a letter indicating that we are a partner
in your test (sample enclosed).

For privacy reasons, we ask that you do not send actual patient data (a test patient is preferred).
To secure an accurate test, we recommend that you utilize the test patient data. Attached is the
data listing possible test patient data content (starting on page 11).

Call Helpdesk at 231-935-6053 and request FTP Data Exchange Account and Password. An
Access Request form will need to be filled out to obtain this access (attached).

The account and password will be sent to you via the contact information supplied.

Once you obtain the appropriate access, follow the instructions below:

At any web browers (ie. Internet Explorer, Firefox, etc), type in the URL Data-exchange.mhc.net
and the following screen will be displayed



11. Type in the Account and Password that the IS Helpdesk provided.

P Se do erne plore =

v J!’ http:fdata-exchange.mhc.netflogin.html?lang=english V' || X [L ve Search ‘ bl "
y 7“‘@“ Favorites  Tools  Help N
[ =i e >
W ‘!Wing FTP Server [ ‘ v B = - |hPage v {CF Tooks v

Language: | English v ‘k‘ Login

Done [ o Trusted sites H100% v




12. Select the 5™ icon (upload file) to the right

V= Wing FTP Server - W ndows Internet Explorer

BEIES
4w | http:f/data-exchange. mhc.net/main, html i~ z ; Live Search B~
-
] il
File Edt Wiew Favoriles Tools  Help
12’ & [,f’ ‘Wing FTP Sfrver ]_l @ - @ = @Page - @Tnols -
|
WING FTP L .
"i SERVER Webclient .
tHORWD B XU LD Muli-ies operations: (D28 ies ) (X oote ) [ curees
Select: All, None Now directory: / includes 2 files and 0 directories, size: 7.46 MB
Mame Size Type | Date modify |
G 3.45 MB jpg File 2011-09-08 1 :
5 mcPease.IPG 4.01 MB ipg File 2011-09-08 12:42:35
>
£ 1) ] =
Dione

o Trusted sites Ho10% v




13. Select Browse Files from the pop up below,.

/" Wing FTP Server - Windows Internet Explorer

@ 4 |! http://data-exchange. mhc.netfmain. html / Lg] E] |Live Search ‘ '

File Edt “ew Favarites Tools  Help /

ﬁ 'ﬁ A~ 'wing FTP Server - @ - e @ = Page - @Tnols -

Upload File

Name / Status

EP 170 204 i_ExchfngeClinicalinfePatientSurmmaryR pending

Total Files: 1, Total Size: 132 KB

Clean all

Dione ‘ | | ‘ | | E| o Trusted sites ‘ o100 v -




14. You must then upload the CCD/CCR file from your system. You will need to know the location
of this file on your network or hard drive. Select the appropriate file and click open.

Select file(s) to upload by data-exchange.mhc.net

Loak: in: I&} Core DbikctiveM[E:-:u:hange Clinical [rata) j = l-jg v

ECerner CERA entire instruckions. pdf
Cerner CEP instructions, doc
My Recent ECD[’E objective 14 - Exchange Clinical Data,pdf
Docurnents = i
J-|EH 170,306, _ExchangeClinicalinfoSummaryRecordIP_w1.1,pdf
EEF‘ 170 304 i \ExchangeClinicalinfoP atientSummaryRecordfmb_l 1 (20, pdf

@MMC Exchange Clinical Information Objection instructions, docx

sHE

Dezktop

My Documents

-

tdy Computer
[M73445)
E \ \7
Py Metwark.  File name: I \Y j Open
Places
Files of type: | &0 Files 7] | Cancel |

7|




15. Click on the Upload button.

" Wing FTP Server - Windows Internet Explorer

R ) ] . )

@ 4 |! http:f/data exchange.mhc.net,l’r\?ln.html Lg]@ |L|ve Search ‘ '
File Edt “ew Favarites Tools  Help \

W * Wing FTP Server @ b

- @ - Page - @Tnols -

Upload File

Name \

Status
EP 170 204 i_fxchangeClinicalinfoPatientSurmmaryR

pending

\
\ Total Files: 1, Total Size: 132 KB
\
A\Y
A

Browse Files Upload

Clean all

‘ | | ‘ | | E| \/ Trusted sites

CH 0% v




16. You must logout of this application

€ Wing FTP Server - Windows Internet Explorer

%ﬂ - |,.P' http: f/data-exchange. mhc. netfmain, html v“EHEl |Live Search “}J vl

File Edt ‘“iew Favarites Tools  Help

o [,f’ ‘iing FTP Server ]_l @\'E\@ b @Page - O Tooks -

-g "§E 'RVER Webclient

4 ORRRBX=Y SO Multi-files operations: | DZp Fies | [ Detete Fies | ([ cut ies |
Select: All, None Now directory: / includes 1 files and 0 directories, size: 131.89 KB

Mame Size Type | Date modify |

W & Ep 170 304 i_ExchangeClinicalinfoPatientSummaryRecorddmb_v1 1 (2).pdf 131.89 KB pdf File

<4 il 1 ]

Dione E o Trusted sites o100 v -

17. Munson will confirm the test for Meaningful Use and send you a letter stating that test that you can
retain for your record.



